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Security Tips
In Business e-Banking, your information is protected through various measures offered 
in the system, including:
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Unique Username 
and 
Password Control

Security Device

128-bit Secure 
Socket Layer (SSL) 
Encryption

Automatic Logoff

Delegation with 
Control for 
Every Transcation

Follow these tips when creating your own Username and Password:
Select a Username / Password that cannot be easily guessed by 
anyone else. It is not advisable to use personal data, such as
birthdays, names, phone numbers or other familiar words. 
We suggest your Username and Password be different ---- don’t 　
use the same for both.
Note: If you have forgotten your Username / Password, please contact our Customer
           Service Representatives.

The Security Device will generate a Security Code which will be 
used to authenticate the customer’s identity when activated. 
The Security Device’s serial number is linked with the customer’s 
username. The Security Code is generated for one-time use within 
a short time interval.

This is a powerful secure standard widely used in data 
communication on the Internet. It allows you to send and receive 
information to / from the Bank on the Internet in an encrypted 
manner, so that others will not be able to read the data you are 
sending or receiving during data transmission.

If a banking session is unattended / inactive for a certain period, 
it will be terminated automatically to protect your interests. 
Moreover, you are advised not to leave the e-Banking operation 
unattended if the banking session is still open to prevent 
unauthorised access.

To better control the company account activities, the Primary 
User(s) is/are authorized to perform management control 
function singly or jointly. Primary User(s) can administer the 
settings of e-banking services, products and accounts by 
assigning access rights and different daily transaction limits of 
each user.
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保安提示

選擇一個不易為別人猜到的使用人名稱及密碼。請避免使用任
何個人資料，例如出生日期、姓名、電話號碼或其他為人熟悉
的代號。我們建議你建立一套全新的使用人名稱及密碼。

註：如遺失或忘記你的使用人名稱 / 密碼，請即時與我們的客戶服務員聯絡。

「保安編碼器」會產生一個「保安編碼」以確認身份。「保安
編碼器」啟動後，系統會將產生一個「保安編碼」並與閣下之商業
e-Banking身份連結。「保安編碼」是只供使用一次及只於短時
間內有效。

這是一套現今最廣泛被應用於互聯網數據傳遞的最高保安標準
加密技術。當你於互聯網上收發資料往來本行，這套技術會將
傳送的資料加密，轉換成不能解讀之亂碼，其他人便不能於資
料傳遞過程中讀取資料內容。

如在商業e-Banking網頁中，於一段時間內沒有任何操作指示，
系統便會自動停止操作；此外，請不要離開正在開啟的商業
e-Banking系統，以防止有其他人，在未經授權的情況下進行
任何操作。

為加強控制公司戶口之活動，主要使用人被授權單獨或雙重
履行使用設定職能。主要使用人可管理網上銀行服務、產品
及戶口之設定，為不同簽署組合設定使用權及每日之最高交
易金額。

在恒生商業e-Banking的網頁內，你的資料將得到系統內多項措施的保護，以確保

安全保密，這包括：

使用人名稱
及密碼

保安編碼器

128-位元「SSL」
加密技術

自動登出功能

授權控制每項
網上交易
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內地(免費專線)*

hangseng.com

* 24小時「商伴同恒」服務專線 - 內地(免費專線)，可免費致電與我們聯絡。此專線只 適用於查詢一般商業理財服務，
並不適用於查詢 / 處理投資產品事宜。不論透過手機、固網電話、公共電話或電話卡致電此專線，均免收長途電話費用。
有關詳情，請聯絡有關服務供應商，本行概不承擔任何責任。客戶須受服務供應商不時訂定之服務章則及條款約束，
及就有關服務及資料的所有索賠、糾紛或投訴直接向服務供應商提出並解決。

* 24-hour Business Partner Direct - Mainland (Toll-free) Hotline allows you to contact us for free. This hotline is 
only applicable to enquiries on general Commercial Banking Services, but not to enquiries/transactions for 
investment related matters. The toll-free hotline can be accessed from mobile lines, fixed telephone lines, 
payphones and call cards and is free of IDD charges. Please contact the relevant service suppliers for details. 
Hang Seng Bank Limited (The "Bank") assumes no responsibilities for such services. Customer agrees to be bound 
by the terms and conditions for the services provided by service providers which may be amended from time to 
time. For any claims, disputes and complaints regarding such services and information, customer should refer 
directly to service providers. 14
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